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How New Technologies Will Change The
Game For Business and Internal Audit

Ross Paul

VP Global Operations, ACL
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The New ACL — Next Generation Audit, Risk and Compliance Technology

» Founded in 1987
= 250+ Employees

= Offices and hosting in North America,
Europe and Asia

Commercial
"L A" - LAFARGE
hornee

—4

facebook
SIEMENS

Global 500 70%
Fortune 500 89%

Fortune 100

The ONLY global provider of cloud based, data-
driven audit, risk and compliance (GRC)
technology solutions

Used by > 19,000 organizations in 150+ countries
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1 000+ regional, state and local governments

33k Users in >40 Worldwide LinkedIn Groups



ACL’s Vision

“Our vision is a world where
audit, risk and compliance
professionals are an
organization’s most sought after

people”

Is your team the “most sought after”?
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Internal Audit

From the IIA Definition

“Designed to add
value and improve
operations”
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GRC

From the OCEG Definition

“A capability to
reliably achieve
objectives”




What is Your BIGGEST
Challenge?

an executive contex. 56
management ‘gets’the
value”

C Technology Pulse Survey, 2014




How? Think Bigger and Use Technology!
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Software as a Service (SaaS) and
Cloud Computing
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What the hell is cloud computing? ... | mean, it’s

really just complete gibberish.

* - Who Said This? 2008




Larry Ellison — Founder and CEO of Oracle - 2008




What And Why The Cloud?

Key Benefits of the Cloud*

Agility/Adaptability
cosecry [ -0 Business
Quality of Service _ 4.29
Reliability/ Availability [T - =

— I

Overall Financial

Financial

Pay per Use

Reduce Environmental Footprint _ 2.67 Environment

lliance Cloud Computing Global Market Maturity Study - 2012






Or Simplified

EINSTEIN'S SECOND THEORY

E=MC

_efficiency =
migrating to cloud




Cloud Myth #1 - Cloud Adoption Is Only Happening In North America and Europe

Reality: Asia Cloud Spending Already US $10B in 2014 growing to $32B in 2020

SaaS Market Forecast Across Asia Pacific

--------

Thesa Five markets combined account for approximately
85% of the total FY'12 Asia Pacific cloud market size

31,982
29,060 “ASEAN | 24.7%

(2012 to 2020)
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Cloud Market Size
USD Million

Asia Pacific SaaS Market Size
USD MM

¥ India 25.8%

®China 32.0%

" Australiat  19.8%

" Japan

________

2010 2011 2012 2013 2014 2015 2016 2017 2018

" ASEAN
¥India

¥ Australia
" China

® Japan

2019 2020

________

CAGR
(2012 - 2020)

19.7%

17.1%

12.1%

27.8%

--------

Audit, Risk and Compliance Teams in Asia and Latin America Leapfrogging Developed Economies

with more than 60% adopting cloud within next 2 years*

Asia Pacific EMEA Latin America

North America



Myth #2 — Regulation Prohibits Cloud Adoption

Reality: Regulation Varies But Enables The Majority of Business Use Cases

s

: O Japan

—

E Leaders New Zealand
= Singapore
= .
=B Australia
o 8
= E ©Hong Kong
2 2 © South Korea
U 3 .
=z _/ S Taiwan
ok ~ .
2 ~ Malaysia
v s :

B2 AN ©India
Ck \_. S Indonesia
[T -

& o s i

— ‘~..,\ Thailand

z Follower ~ L

= *..,\ O Philippines

= ~ ,

g \\ 0 Vietnam

= N :

= 3.0 China

Relative cross border movement score

ta Sovereignty on Cloud Computing in Asia - ACCA, 2013



Myth #3 — The Cloud Is Less Secure

Reality: Not Necessarily More or Less Secure But Shared Control Responsibility

laaS PaaS SaasS
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Nill Significantly Impact Enterprise Cloud Use — Gartner, 2013




ERM For Cloud Solutions — A Shared Universe

“Given the opportunities cloud computing affords and the potential magnitudel@

its risk impact, cloud computing should be considered in the organization’ ®




Cloud Risks, Responses and

Unauthorized cloud activity Cloud policies and controls

Lack of Transparency Assessments of cloud provider
control environments

Data Security, compliance and  Data classification policies and

jurisdiction processes
Management oversight and Management Oversight and
Relinquishing Direct Control operations monitoring controls

Noncompliance with regulations Monitoring of external
environment

2
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Cloud Technology — Takeaways

Benefits

Outweigh | Asials S —
NHE Growing J Add Value

Fastest [ FHOVYOURS pupiavapon

Team By Guiding
Works Controls




Remember Larry? Looks Like He Finally Got It - 2012
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“Oracle’s got 100+ enterprise applications live in the cloud today.”




The Mobile Revolution




Mobile Technology Adoption Reaching Tipping Point

2014: YEAR OF THE

Mobile Revolution

desktop
;; mobile

use
takes
over

2014
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Asia Leads The Way

Estimated number of smartphone subscriptions by region (millions)

2013

2014 2015

ity Report, 2014

2016
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Asia-Pacific

@ Central Europe /
Middle-East / Africa

@ Latin America

) Western Europe

@ North America




Efficiency

Hardware Reduction

Paper and Printing
Reduced Visits

Internal
Communications

Real Time Intelligence
Idle Time Use

Benefits - Efficiency

Real World Example: Real-time mobile view of all audit
project activities across teams, anywhere, any time

iPad =

B8 Project Manager

Dashboard

Project Planning

Fieldwork

Project Reports
Reviews

Findings

A Statuses

@ To-Dos

@ Requests

D Timesheets

Section Settings
Infrastructure Systems User Access
Management

Business Owner
Warren Johnson

Narratives

Description

Controls over managing user access to Risk Control Matrix tabases) supporting the
production application.

Responsible Entities Walkthroughs
Auditable Entities
Test Plan
Q1 Testing
Section Completion Status
Q2 Testing
P Step 1: Document [
Q3 Testing
P Step 2: Identify risks
Q4 Testing
v Step 3: Walkthrough uie esign oreacn rey corror
> Step 4: Test all controls for operational effectveness

> Step 5: Ensure reviews are done by a supervisor




Benefits - Effectiveness

Real World Example: Instant signoff speeds project
completion process

- 2 1 = ]
Effectiveness
Process TranSformation IVERVICW PREPARE PLAN CXCCUTCH
RISKS PROCEDURES
Increased Revenue
. Audit attention 1s not focused on the areas
Operat|0na| of greatest risk

Improvement

Impact: High Likelihood: Low

Froject Plan Sing-0ffs

Preparer

Sign-0
Sign-0ff as preparer SR

Cetailed Reviewer

Sign-0
Sign-0ff as detailed reviewer SR

General Reviewer
Sign-0ff as general reviewer

Sign-Off

Next Reviewsar

S




Benefits — Error Reduction

Real World Example: Leverage device sensors
(camera, microphone) for evidence collection

—

Error

Reduction
Reduced Cycle Times

Direct Data Entry
Automated Processes

» Always Up To Date
Information

Who says selfies aren’t useful?




With Transformational Benefits Come New Risks

Qutcomes experienced

B Worst O Average [ Best

|
Loss or theft of sensitive information -

Unauthorized access to sensitive business

information or applications - -

Loss of governance over sensitive data,
applications, risks, or audits - .

Loss or theft of Smartphones
or Tablet computers

Unintentional disclosure or leakage
of sensitive information

Fraud involving the use of Smartphones )
or Tablet computers l:-
Geo-tracking of employees or customers .:I

I

Customer defections due to misuse or failures
of Smartphones or Tablet computers

Percentage of organizations ————— 0% 20% 40|%

60% 80% 100%

liance Group, 2011



Profile of Best In Class — Effective risk management and controls

More Business Benefits

Highest Revenue and Profit levels compared to peers
More immediate Access to business information and applications

Fewer Risks

Lowest loss or theft rates involving sensitive information
Lowest level of business disruption than peers

What’s Different

More employees using smartphones and tablets
More practices to manage risk

More controls to manage risk

More frequent training and assessments

More frequent reporting

Higher spend on information security




Mobile Technology — Takeaways

Benefits

Outweigh Asia Is

Add Value
Fastest "'OTW ME -+ vour org
€am By Guiding

Works Controls



Next Generation Data Analytics
and Visualization
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Organizations Are Increasingly Drowning In Data —
But Lacking In Insight

Figure 1
Data is growing at a 40 percent compound annual rate, reaching nearly 45 ZB by 2020

Data in zettabytes (ZB)
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Source: Oracle, 2012




Analytics Are No Longer A Nice To Have And Skills

Value

Are In High Demand

A How can we
make it
Y happen? )

What will = -
happen? |G

Pl Analytics

V-,'f;’g;ﬁ ;{t J _ Predictive
Analytics
/7ap‘/:)//ezi;d? J Di39n0§ﬁc
Analytics
Descriptive
Analytics
>
Difficulty =
By 2015, 4.4 million jobs globally will be needed to cope with %
big data but only a third of those jobs will be filled.* “ \e.

dictions for 2013 and Beyond, 2013




Action is the foundational key to all success.

e - Pablo Picasso




How The Strategic Use Of Data Analytics Can
Make You Sought After




Relate Risks To Organizational Goals and Performance

Alberni Industries Fisk Profis  OvgMap  Vieualize - Settings

Org Heatmap

Basian Cutscurced
Southeast  Pachc Coast  Nordheast Mowest Manutacluring Stppingda  Uunder Mo
Corporale Rwegion Fegiun Beyion Py Operalicos  Tranmpalalion Infiviky

Reporting: $835,730,20 Agsocizted Risks
Inuoiced Fevenue

Reporing: £0.78
Eamings Per Share L]

Hanarting: 2l

Ooaraiing Margins 3
Doerations 25%
Cusiomer Net Promoter
300

Operglions: =500.000 .
DM Users

Jporations: Awg, 10%
ncrease in Sales
Eroductivity

Opcraticns: “Thoae 9s°
Product Cua ity Conitol

Operatoni®: Foruns Rast
o
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Understand and Quantify the Full Impact and
Future Potential of Risks

Cost Impact
$13250000

One Time Vendors Exceeding Thresholkd not being reviewed

invoice Three-Way-Matching - Service Rooeipts

Contral Gap in new vendor not boing reviewed exceeding threshold

One time vendor location A

Redesign this control please

S Bank Accounts not properly reviewed

Employee Expenses not properly classified

inveices and Payments not being reviewed regularly




Tell A Story Your Audience Can Understand
and Act On

Bl October 2014 E[g;tant;er QDUM]
ecords

October 2014
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Severity by Risk area
to clients.
Purchase to Payments Audit (Analytics Enabled) 25 Vendor records were found to be missing critical elements of data. Reputational
Purchase to Payments Audit (Analytics Enabled) The IT team did not secure access to the purchasing module Credit

ITrZT

Anti Bribery and Corruption Internal Control Framework Conﬂlctm ties exist within tQe urchasm epartment Compliance
ase to Payments Audit (Analytics Enabled) Wh Ic VI il& hﬂW&nYDm ﬁ/&)’@s cost Compliance
iat

further |nvest|gat|on we determined the dlfference was caused by a sales commission that should
not have been paid.

29 Adjustments to fixed assets in the Los Angeles location exceeded the allowable threshold. We Operational
determined the variance was due to improper recording in the prior period. .

Outof £ 5822 1nv9|ces aid durlng the penod we |dent|ﬁed 21 where we could nm_e_utl




Risks of NOT Using Data Analytics and Visualizations

Invalid Assumptions and Partial Truths

* Why guess when you can know?
Deliver hard facts based on 100% coverage

Identify Issues That Are Difficult to Action

Not knowing the full impact of an issue can result in incorrect prioritization

» Analytics enable you to identify issues with detailed specificity that are easily
prioritized and actioned

Fail To Get Management’s Attention And Response

Drown them with data but bury the information by delivering detailed reports that
are time consuming to read and unlikely to get a timely and appropriate response




Technology CAN Help Make You
Sought After

Change the \
way your Cover more
team works § ground, fast Put your \
and er, with less work into Help your
collaborates effort executive IR CUIPCL REESDEIVERANC
across your context navigate demonstrate

organization change value l



ACL’s Next Generation Audit, Risk and Compliance
Technology Platform

Data-Driven, Cloud Connected, Mobile Enabled

it §° .9

e | [l

rojects

8 DocJuments & C T
£ REPORT

REMEDIATE Results

[Sssues

©

ASSESS
Risks

TEST &MONITOR

Transactions

lluminate
OPPORTUNITIES




If you want something you’ve never had, then you’ve got

to do something you’ve never done.

- Thomas Jefferson




Alsco Case Study — Creating New Value



http://www.acl.com/portfolio/acl-grc-audit-management-software-case-study-with-alsco/
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Thank Youl

Ross Paul
VP Global Operations

000006

info@acl.com www.acl.com

www.acl.com/linkedin www.acl.com/twitter

www.acl.com/facebook
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